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NOTICE

Date: 29th July 2025

Open Book Test — Ethical Hacking

This is to inform all MCA 1I Year students that an Open Book Test will be
conducted as part of the internal assessment for the subject Ethical Hacking.

Test Details:

¢ Subject: Ethical Hacking

+ Type of Test: Open Book

o Date: 29/07/2025

e Time: 11:00AM to 12:00PM

« Venue: Room No. 510
Instructions:

1. Students are allowed to bring their textbooks, printed notes, and class materials.
2. Attendance is mandatory.
3. Be punctual and adhere to academic honesty.

All students are advised to prepare accordingly and utilize this opportunity to deepen their
understanding of ethical hacking concepts.

-

(Mr. VB, Pujari)
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MCA DEPARTMENT- OPEN BOOK TEST
Date -29/07/2025
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- ——
e ___4_"2@’5‘”&“31@%5_____
& a1 __| "AMANE SALONI SATISH -
' 3 o *APATE KOMAL AR‘VIND

| "B *BAVADEKAR MANASI PRAKASH

|*
5 = et ]

| *BHOI SHREYA SACHIN

PR — e s
16 = 18 BHOSALE KARTIK KUMAR — 0 - AR |
|7 . | *BHOSALE LE DEVIKA ARAMCHANDRA | " RKeemlo I
'8 | CHAVAN ABHISHEK RAJESH | 30 saa ]
1 | Mhouos |
O |*CHAVANPRANALISUHAS A | N |
(10 | *CHECHAR ADITI UTTAM N - |
II i e F *SHIVANIDATTATRAYCHOPADE | ZpWoty _|i
[ 12 _I_CHOPADE JAMES PRAVIN | =
e RANASANIAY ——— ————— o T
| 13 | *CHORMARE PRE PRERANA SANJAY L |
I—--——-——— —_— —~—._———————_ _—\_—A___ —
|14 x __[I_*CHDUGAL[; NANDINI SHASHIKANT XA ]
|15 | *JADHAV HARSHADA MOHAN = Hﬂff_ |
|16 1 ]ADHAVAKASH SURYAKANT 2
M — — —T =

17 *JADHAV RADHngA NITIN

18 | "JADHAV NISHA GUNDOPANT
¥ - 5 | KAKADE SIDDHESH VINIT e e
20 [*KALESHRUTISATISH B

g __J_*KAMATSWA'HSHRHE\EI‘
122 | KAMBALE SHREYASH RAJENDRA - = A
| 23 II{AMBLE RUTVH{ MURAL!DHAR e —L&*———
24 | KAMBLE V‘NMO_ —_— | A8 _
285, [k KHADRE JAY SANJAY :
126 _L_KH_AMBE VAISHNAVI M MADHUKAR
| 27 | *KHOTSAKSHIDATTATRAY L I
| 28 - i *KOKATE SANDHYA ARUN
|'_29 KDRADESIDDHESH RAMAKANT .
| 30 | "KOTAMIRE POURNIMA \ UJWAL
| 31 | KUMBHAR SOURABH R RAJESH
| 32 Fi *KUMBHAR POOJA MARUT]

| 33 - J_‘LOKHANDEASHLESHAANANDA .



34 LOTAKE OM RAHUL €8l
35 *MAGDUM JYOTI KUMAR AR
36 MAHADIK SANGRAMSINH TATYASAHEB AR
37 *MARALKAR PRATIKSHA VITTHAL Lnd>—
38 NADAWADE PRASANNAJEET BHAGAVAN e

39 NIGADE SNEHAL RAMCHANDRA Cﬁﬁ_&
40 *NILKANTH NIKITA NAMDEV

41 PATEL MUHAFI] GOUSMAHAMAD

42 PATHAN AAKIBMATIN FIROZKHAN

43 *PATIL SHIVALI SANDIP

44 *PATIL SHRAVANI MALGOUNDA

45 *PATIL SHREYA SHAMRAO

46 *PATIL VAISHNAVI VISHWAS

47 *PATIL VAISHNAVI BALIRAM

48 *PATIL ROHINI DATTATRAY

49 PRASAD VIVEK KALPNATH

50 *SANGAR SHITAL RAVINDRA

51 *SHAIKH SUMAIYA AMAN

52 SHELAKE PARTH PRABHAKAR

53 *SHINDE ARATI ARUN

54 SHIVASHARAN ADITYA RAMESH

55 *THOMBARE SHRUTI VILAS

56 *TUPE SHREYA MOHAN

57 *VADD SHWETA YASHVANT

58 *VARNE SAKSHI SUNIL

59 *WAINGADE SAMRUDDHI SANJAY

60 YADAV AISHWARYA SANJAY

61 *KHADE SHARVARI EKNATH
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MCA - II Semester — I11
Open Book Test— I Result
Subject: Ethical Hacking

Marks: 20 _ Date: 29/07/2025
ROLL NO. NAME MARKS a
1 AGLAVE AARTI HARIDAS |
2 *AMANE SALONI SATISH 1%
3 *APATE KOMAL ARVIND \D
4 *BAVADEKAR MANASI PRAKASH 2
5 *BHOI SHREYA SACHIN 12
6 BHOSALE KARTIK KUMAR AR
7 *BHOSALE DEVIKA RAMCHANDRA 14
8 CHAVAN ABHISHEK RAJESH 13
9 *CHAVAN PRANALI SUHAS {2
10 *CHECHAR ADITI UTTAM 12
11 *SHIVANI DATTATRAY CHOPADE |4
12 CHOPADE JAMES PRAVIN e}
13 *CHORMARE PRERANA SANJAY \\
14 *CHOUGALE NANDINI SHASHIKANT NS
15 *JADHAV HARSHADA MOHAN | 4
16 JADHAV AKASH SURYAKANT AB
17 *JADHAV RADHIKA NITIN \D
18 *JADHAV NISHA GUNDOPANT HE
19 KAKADE SIDDHESH VINIT AR
20 *KALE SHRUTI SATISH 9
21 *KAMAT SWATI SHRIKANT PE
22 KAMBALE SHREYASH RAJENDRA AL
23 KAMBLE RUTVIK MURALIDHAR 09
24 KAMBLE VINAY KAKASO PR
25 KHADRE JAY SANJAY 18]
26 *KHAMBE VAISHNAVI MADHUKAR HRE
27 *KHOT SAKSHI DATTATRAY ) i
28 *KOKATE SANDHYA ARUN \ 3
29 KORADE SIDDHESH RAMAKANT \\ B
30 *KOTAMIRE POURNIMA UJWAL \ 2
31 KUMBHAR SOURABH RAJESH e aam il
32 *KUMBHAR POOJA MARUTI AL




33 "LOKHANDE ASHLESHA ANANDA AR
34 LOTAKE OM RAHUL 12,
35 *MAGDUM JYOTI KUMAR AR
36 MAHADIK SANGRAMSINH TATYASAHEB AR
37 *MARALKAR PRATIKSHA VITTHAL \2_

| 38 NADAWADE PRASANNAJEET BHAGAVAN Al
39 NIGADE SNEHAL RAMCHANDRA {2
40 *NILKANTH NIKITA NAMDEV e
41 PATEL MUHAFI] GOUSMAHAMAD 12
42 | PATHAN AAKIBMATIN FIROZKHAN \9

| 43 *PATIL SHIVALI SANDIP \ 4
44 *PATIL SHRAVANI MALGOUNDA \2
45 *PATIL SHREYA SHAMRAO e .
46 *PATIL VAISHNAVI VISHWAS i
47 *PATIL VAISHNAVI BALIRAM i)
48 *PATIL ROHINI DATTATRAY 10
49 PRASAD VIVEK KALPNATH 0
50 *SANGAR SHITAL RAVINDRA Bl 2
51 *SHAIKH SUMAIYA AMAN |4
52 SHELAKE PARTH PRABHAKAR 10
53 *SHINDE ARATI ARUN Vi
54 SHIVASHARAN ADITYA RAMESH \\
55 *THOMBARE SHRUTI VILAS 12
56 *TUPE SHREYA MOHAN |3
57 *VADD SHWETA YASHVANT 1.
58 *VARNE SAKSHI SUNIL 1
59 *WAINGADE SAMRUDDHI SANJAY W\
60 YADAV AISHWARYA SANJAY $og
61 *KHADE SHARVARI EKNATH AR E
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| Page No.

Name ' Sandhya . A. kokate

Rol! No:2&

subiect | Ethical Hacking
3 7

b |

.13 | \vhat is Fthical Hacking 2 Fxplain its Purpose &give
one real life example “where ethical Hacking helped

broh’.CtL data or Systerns

Ans ' Ethical Hacking is the practice of authorjze d ofncha".

teshng iden fu sedavithus yuilnerabiitiat 40 Compu+cr.

| &
_Systems & nr!works_, with the goal of improumq

overall Secunb: ‘posture .

Purpose of Fthical Hackl‘n? ;

| Idenh‘fj vulnerabilities : = £ihica) Hackers Simuylate
_real —world attackg te uncoyer weaknesges in Systems,.

applicans £ networks .

/

° Tmprove/S‘/cunJru posjrure

By ldenﬁfulﬁa &"ﬂxmq \Iu_lnfmbihﬁ(_’? nrqammﬁonj‘.

Can oroacﬁvelu S‘fo'njﬁhen their defen(rs 4 Prf'vmf

-
pnff’nﬂo.’ breaches

o | Protect data & Svs}ems ;

Ethical Hackmq helps eoﬁequard Senﬁhvc ihforma®.

|.£ onhccu lnﬁas’f-ruc"ure from rfmhcrou‘i cidms

. Ensure com ph‘ance '

£thical hqckfnj can helrno orjaniza“s meet
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requlatory requirements & industry best practhices

| rf’k{cﬁed Jro,ﬂc!bfr'SEcun{'u

| SEGLJ - life example ! -

| Imaqine q larac e-commerce company '{'ho.lL
. I J : ! 1.8/ .

)| & customer dala . An ethical Hacking feam s hired to

b rdeniadcls penetrabion test on the fieheibe ' 3 The

_team 4e uses various techniques to try & hreach the

| /1 \ p h . 1
__System’, including , wieb application Tgshnj . yulherabili-

; J : .
4y Scanning £ Social engineering
« J &= </

Q. 2] | Describe dny three d‘wjpes of Hackers

L ——

= ——— T

Ans. | Here dre thre¢ common {jpes of Hackers

4 . Wihite Hat Hackers

« what are they called 2

- What Hat¥ Hac’f-sf'r_e or EHHCG_L!‘ Hackets .

Y

&

o _pthat is their intension 2

- To belp organizations find & fix securiﬁicﬁ vulne -
rabilities before malicious hackets can cxploif them _

—

[0 &ample’/

A security expert-15 hired _bv a bank to test
their mebsih’J for security ﬁaws Ne discovers «

Valnerability 1n the logm‘éyshm & reports |t so

it can e fixed

R B L L A
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2 Black Hat Hdckers.

_« what Mcu Called ?
= Black #al Hackers

o what is their infension?

- To exploit gystems foi personal gain, Such as

| 3+ealinj data, clamc&jmq svsfems or Sgreaqu
Mmaluwdre .

K Examplc !

- A H er breaks jnto an online store’s Server &

_steals Inidtsmerts credit card®dnforman $o. §éll ob the

dark web .

8. Grey Hat Hackets'

— —

e  pthat are fheu called 9

-~ _Grey Hat Haokers
| S |

-+ yihat g fhe.r intension

| = To find .yulnerabilifies s wibhoul permigsion often

‘\4) without harmful intent, but st brcakfnj the
faw or rules

. EXGMp!c —

= A Hackt"r ﬁhdS,a “Security {:law th o qovernmcﬂf

__websjte ﬁxBS/ﬁ‘/& then em}mls the officials

ctbomL H\e Hx without ajkljj for permission frst




3.3]

Femlure" Active aHack Passive Attack
Action | Modifies or disrupts the Monitors o r qathers data
System }data nallhodd teharatBa il
> e
Purp To al’raﬁqmage or To_spy orcollect Informgn
9’83?;%4 = SIJEn'HI-J' .
L :
\isibility -often noticeable (e.g. Hard +o defect Cno Chanqcs
System malfunchion ) to _system )
Harm -bfred fe-g _data loss Tndirect {:e.j . _stolen
Service tntercuption ) confidential jnformation)

T&GE__&_
® Ekamp!cs of " Fach atfack .

Achve Attack example !
Man - jn-1the -Middle  M1rm) Attack)
—~ A Hacker intercepts { alters the communica”®
bet" two users (eq. Qhanjinj a_banlk 'HahsferamourB

o Passive attack “example :
- fave@drobpffl} | Sniffinq
An_attacker secretely ‘f|5+fns to network traffic
o steal gensiive data lﬂ{e logm Credentials .

© | Prevenhon Methods

Achve ~AHack - Prevenfion !




o Use encryption protocols ( e. 9. HITPS_ SSL|TLS )

° j‘mplernenf fircwall 3 intrusion deteckion Systems

I kﬁﬁp e ATV 3 5vs+em updated to patch known

mf:frabjh)(les

PoSSaue AHack _Preyention

e =/E’ncrup‘r all _sensifive Commuynications (e.q. VPNs,

(l/i'/su [TLs)

‘;o use aecure wireless networks with strong  Wi-Fi
encrupﬁon (e. g . WPA3)

0 Monn‘or nchuork ‘fTa‘Fﬁc tor unusual dcﬁu’?lrj uslnjr
| intrusion detecton 4vols

> KD
=]

27 |
S The mmcnrnna“ Iechnoloqq /‘]mL 2000 (_IT Act 2000)

(5 a law passed by the Tndian Goyernment o regulafe
_oyber activities & provide lejal reccif}m-hon to ﬁlec#oﬂ?t

dociimeake g diaital transcations _

J

\/Tﬂam Purpose of the Tt Act 2000

10

o Facilitate  elechonic governance ,

T
|
|
I

° PlrevemL vaerCrf Mmes

o Proyjde !eqcﬂ backmq o dlqnjral LSlqnodmreer

£ -CoOMmmerce .

e protect data & #esq ensure online Sﬁcurifjtr




_Two im,POr’ran£ changeg _in the 2oog Amendmen{‘“

1. Inbtoducksn of section 66A ( [ater Struck Down)!

orkr/ SEChon Criminalized gsending offensiye merSaqd’

Jrhroum"\ CommunlCaﬁon Seryices Jrhcluqu S‘OCICJ
J = )
media & email .

2. | ’Recoqniﬁoh of Cybererime of fenses .

e New qecﬁons (€68 to 66 F) were added to define
8 penalize” e'specific cybercrimes Jike identity theft,
- evber/f/rrons:n. data f‘heFf pbishing & more |
QA :

\

"~

Why This Act s impo&anf‘ for c.qber;ecuﬁ}'j
— y =

»__legal framework for :qunJrCLI offenses " Tt provides
a structured legal basis “fo defect , investigate , &
prosecute %Lbercrimes in India

o | Promo{'/efs Safe -DijiJral Transcationg | Bv qubhnq
penuJHF< for hcckinj l,dcda breaches & unq;d'hor:zcd
dccess |+ helps baild trust in dij*l‘faJ Seryjces




